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who have officially authorized  business within the area. Examples of these areas 
include: 

 an area where classified / sensitive information is handled, processed, or stored.  

 an area that houses equipment that is significantly valuable or critical to the 
business operations. 

 an area where uncontrolled access can interfere with or disrupt personnel 
assigned to the area. 

 an area where equipment or operations can constitute a potential safety hazard. 

 

A restricted area, in contrast, is a room, office or building to which access has to be 
strictly controlled. Admittance to such area should be limited to personnel assigned 
to the area or persons who have been specifically authorized access to the area. 
Visitors and uncleared personnel who want in must be escorted. 

 

A strongroom is an enclosed space typically constructed of solid building materials. 
It is normally used for the storage for classified material such as firearms. 
Protection of strong room is normally supplemented by human guards and/or 
alarm systems. A vault is a completely enclosed space with a high degree of 
protection against forced entry. It is typically constructed to meet rigid 
specifications. The wall, floor, and ceiling construction are all in accordance with 
nationally recognized standards of construction practice.  

 

Security in building design 

Building design that can survive the threat and impact of a terrorist attack must be 
based on qualitative factors. These factors would involve activities that evaluate 
organization requirements, recovery efforts and impacts, and loss of personnel and 
infrastructure... etc, without any predictable period of recurrence or damage 
probability. 
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When designing a building, the assessment process has a logical flow. First you 
define the Asset Value, then you perform Threat/Hazard Assessment, followed by 
Vulnerability Assessment and Risk Assessment.  

 

Asset value refers to the degree of debilitating impact that can be caused by the 
destruction of the building’s assets. When determining the Asset Value, you need 
to identify the criticality of assets as well as the number of people in a building. An 
Asset Value Scale may be used.  

 

After threat assessment, one may conduct a vulnerability assessment to evaluate the 
potential vulnerability of the critical assets against a wide range of identified threats 
and hazards. It aims to provide a basis for determining the mitigation measures 
necessary for protecting the critical assets. Human-caused hazards are technological 
hazards. Technological hazards are generally assumed to be accidental, which 
means their consequences are generally unintended.  

 

Proper zoning of the building site can allow for better understanding of how 
security elements and amenities in each zone can contribute to the performance of 
different security elements. Normally there are 6 different zones, including: 

Zone 1:  Neighborhood 

Zone 2:  Standoff Perimeter 

Zone 3:  Site Access and Parking 

Zone 4:  Site 

Zone 5:  Building Envelope 

Zone 6:  Management and Building Operations 
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The fundamental physical protection strategies for buildings to resist explosive 
threats include establishing a secure perimeter; mitigating debris hazards; 
preventing progressive collapse and isolating internal threats from occupied spaces. 

 

A building envelope is a physical separator - it separates the conditioned and 
unconditioned environment of a building. Keep in mind, building envelope is the 
part of the building that is most vulnerable to an exterior explosive threat. It is 
closest to the weapon and is also the critical line of defense for protecting the 
building occupants. Laminated glass is considered as the most effective measure for 
reducing extensive injuries. 

 

Progressive collapse refers to a situation where a localized failure of a primary 
structural element can lead to the collapse of adjacent structural elements, which 
will eventually propagate to a disproportionate collapse of the entire structure. 
Ductile poured-in-place reinforced concrete can provide the highest level of 
protection and is most ideal for use in high risk facilities vulnerable to large 
explosive threats. 

 

Vehicle threat vector analysis is all about evaluating the building’s vulnerability to a 
moving VBIED attack in light of surrounding street geometries. The goal is to  
identify unobstructed vehicle that approaches and determine the effectiveness of 
the available anti-ram perimeter protection measures. This should be done 
assuming realistic traffic scenarios. 

 

A hard perimeter is one that is composed of an uninterrupted ring of anti-ram 
barriers, possibly in the form of rated bollards, for preventing vehicles that travel at 
prescribed speeds from penetrating a building's standoff. 
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A building security rating system BSRS is for addressing security-related disciplines 
from conceptual to design and development to operations and maintenance. Such 
a system identifies physical and operational criteria that enhance building security. 
It also compares building conformity with those criteria. 

 

Attractive nuisance 

You want to be extremely careful on this. Under the attractive nuisance doctrine 
(which is part of the law of torts), a facility owner can be held liable for injuries to 
children trespassing on the facility if the injury is caused by a hazardous object or 
condition inside the facility that is likely to attract children who are unable to 
appreciate the risk involved. It can be applied to virtually anything inside the facility. 

 

FYI: Security Design for VA Facility 

Before proceeding to the next section, you want to take a look at the VA design 
guidelines for life-safety protected VA facility (for your reference only – VA design 
is not an exam requirement): 

The physical security of facilities should require the use of concentric levels of control and protection 
to provide progressively enhanced levels of security. According to this design, the first point of control 
should be at the perimeter of the property consisting of fences and other barriers with one or two 
points of entry through gates controlled by security personnel. The second point of control should be 
at the building perimeter consisting of doors and other openings protected as appropriate to the level 
of protection needed with or without the first point of control. The third point of control should be to 
segregate with barriers and hardware generally accessible areas from staff-only areas. The fourth 
point of control should be to segregate authorized from unauthorized staff areas with barriers and 
access controls such as card reader-activated hardware. The fifth point of control should be to restrict 
access to restricted areas to a minimum with card-reader access controls, CCTV monitors, 
intrusion detection alarms, and forced-entry-resistant construction. 

 

Regarding STAND-OFF DISTANCE, they do not allow vehicle to be parked or 
be permitted to travel closer than 25 feet  to any protected facility. Regarding 
perimeter fences, they should consist of fences, walls, a combination of both, and 


