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Page Formatting and Typeface

To accommodate the needs of those with weaker vision, we use LARGER PRINT
throughout the book whenever practical. The text in this book was created using
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The Exam

The ISC2 Certified Authorization Professional CAP certification indicates a
professional level of knowledge and skills on the subject of federal information
system authorization. Authorization means operating a federally owned
information system with formal acceptance of risk from an Authorization Officer
who has the authority to make major risk related decisions within a federal
organization. The CAP exam covers security practices and federal information
security/protection laws as well as NIST publications and OMB regulations.
Officially there are seven knowledge domains, including:

1. Understanding the Security Authorization of Information Systems
2. Categorize Information Systems

3. Establish the Security Control Baseline




4. Apply Security Controls
5. Assess Security Controls
0. Authorize Information System

7. Monitor Security Controls

When we develop our material we do not classify topics the BOK way. In fact, we
follow our own flow of instructions which we think is more logical for the overall
learning process. To succeed in the exam, you need to read as many reference
books as possible. There is no single book that can cover everything!
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