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Don’t worry, it does not hurt to do so, as long as you truly comprehend the
material.

To succeed in the exam, you need to read as many reference books as possible.
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IN THE FIELD. This ExamFOCUS book focuses on the more difficult topics
that will likely make a difference in exam results. The book is NOT intended to
guide you through every single official topic. You should therefore use this book
together with other reference books for the best possible preparation outcome.

Table of Contents (2013 Revised Edition)

INTELLECTUAL PROPERTIES, TRADEMARKS AND COPYRIGHTS.......ccccc. 1
CONTENTS UPDATE ...ccccccesueeessaneccssaseosssnncsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 2
PAGE FORMATTING AND TYPEFACE ....cccoccceeeeecnneanccsssnsasssssssssssssssssssssssssssssens 2
EXAM TOPICS COVERED IN THIS BOOK ....cccceeesuteeeeesnssesscssssnsssssnssssssssssssssssssnns 2
TABLE OF CONTENTS (2013 REVISED EDITION) ccccccccseaccessssnsssccsscnsassssonsssssses 3

FOUNDATION TECH KNOWLEDGE: COMPUTER AND NETWORK

SECURITY Liiiiiieieeeeeeeeeeeeseesessaesnsesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasssssssssssssssssssssss 9
SECURITY PLANNING teeceeeeeeeeeeeeerasesssssssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 9
THE NIST DEFINITION OF SECURITY PLANNING AND THE ROLES INVOLVED ............ 10
MAJOR APPLICATIONS VS GENERAL SUPPORT SYSTEMS...ccceeesssssssssesssssssssssssssssssssssssssses 11
EQUIPMENTS AND DEVICES..ccceeeeeesseeccccccsssssssssssssssssccssssssssssssssscssssssssssssssssssssssssssssssssssss 12
POINTS OF FAILURE .eceeeeeecccceeeeesssssssccccsssccssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssansssssss 14
IMALWARE .cceeeeeceeeeeesssssssssccccssssssssssssssssssscssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssse 14
VIRUSES AND WORMS .ccceceeeeeeececeseesassssssssssecsesesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 15
SPYWARE . ccceeeeeeeeeeeeeeaeareeessasesaeesesssssssssssssssssssssssssssssesssssssssssssssssssssssssssssssssssssssssssssssssssassans 15




TROJAN HORSE .uuvvveeeccsssssasseccssssssssessssassesssssssassssssssssssssssssssssssssssassssssssssassssssssssssssssssassssss 15

KEYSTROKE LOGGER..cccceeeeeeeeeeesesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 16
SOFTWARE FLAWS ..cceeeeeeenneenececeecersessseesssssssccessssssssssssssssssssessssssnssssssssssssssssssssssssssssssssasss 16
SNIFFING, EAVESDROPPING AND FOOTPRINTING «..cueeeeeeeeeeeeeeccccccssssssssasssscssssssssssnansanes 17
DOS AND DIDOS....cceeeeeeeeeeeeeeeesesesessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssase 18
SOCIAL ENGINEERING «ceeeeeeeeeeeeeereresssssssssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 19
IDENTITY THEFT eeeeeeeeeeeeeeeeeeessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssase 20
BACKDOORS AND ROOTEKITS «.cceeeeeerenseeccccecsssssssssssssssssccesssssssssssssssssssssassssssssssssssssssssssssssse 20
OTHER VULNERABILITIES ceceeeeecceceeesesssssssccccsssscssssssssssssscsssssssssssssssssssscsssssssssssssssssssssssnse 21
P3P ceeeeeeeeeeeeeeeeeeesesesesessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnne 22
DATABASE SPECIFIC RISKS .cceeeeeeeeeeeeeeeessesssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssese 22
CONCEALING HARD DISK DATA ceeeeeeeeeeeeeeeceeescsssssssssasescsssssssssssssssssssssssssssssssssssssssssssssssssss 24
TELEWORKER DEVICE AND REMOTE ACCESS SECURITY cccceeeeeeccccssscscccsssssscccscassssseccssses 25
ENDPOINT SECURITY eeeeeeecceeceeesssssssccccscssssssssssssssssscesssssssssssssssssssssssssssssssssssssssssssssssssssssss 26
SOFTWARE AS A SERVICE SECURITY .eceeeceeeeeccccessssscccsssssscssessssssscsssssssscsssssssscssssssssssssanssssss 27
VIRTUALIZATION SECURITY ccececeeeeeeeeesasasessesssssssescsssssssssssssssssssssssssssssessssssssssssssssssssssssaas 27
STORAGE SECURIT Y ceeeeeeeeeeeeeseeeessssasssssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 28
NAME RESOLUTION SECURITY aeeeeeeeececscssscscscscscscscsssssssssssssssssssssssssssssssssssssssssssssssssssssssee 29

BASIC KNOWLEDGE: SECURITY THEORIES AND ACCESS CONTROL

IMODELS.....cccuueeeeeeseessessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasssssassssssssssssssse 33
THE NIST DEFINITIONS OF SECURITY ceeeeeeeseseeecccecssssssssssssssssssscssssssssssssssssssssssssssssssssssss 33
THE NIST DEFINITION OF SECURITY DOMAINS ...ceeeeeeeeeeecccceccssssssssssssssscccsssssssssssssssscses 34
DEFAULT DENY AND DEFAULT PERMIT ..cceeeeeeeeeeccccceessssssssssssssscccssssssssssssssccssssssssssssssssses 34
TRUSTED SYSTEM VS UNTRUSTED SYSTEM..ccceeeeeescsescssscscssscscssssssssssssssssssssssssssssssssssssssse 35
THE COMPUTER SYSTEM ITSELF AS LARGELY AN UNTRUSTED SYSTEM ...ceeeeeeeeeeeneeneccens 36
DEFENSE IN DEPTH ccceeeeeeeessessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssse 36
IMIODELS .eeeeeeeeccceeeeessesssssscccsssecssssssssssssssscssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssssse 37
ACLS VERSUS CAPABILITIES....ccceeeeeessssscsccccsessssssssssssssssccsssssssssssssssssasssssssssssssssssssssssssss 38
THE AAA CONCEPT ceceeeeeeeeeeeeenssssscccccssssasssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasssssssssss 40
RECOMMENDED ACCESS CONTROL MEASURES ..cccceeeeesseessssssssssssssssssssssssssssssssssssssssssssse 42

THE YELLOW BOOKu..cuccceeeeeeescsscsssccscccccssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssse 48
FISCAM AND THE GAQ ...ceeeeeeeeeeeeeeeeeeeeeseeessseecessssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 48
INIST AND FIPS...ooeeeeeeeeeeeeeennecececccecceseessssssssssscsssssssssssssssssssssssssssssssssssssssssssssssssansssssssss 49
THE NIST CERTIFICATION AND ACCREDITATION EFFORTS «eeeveeeeeeeseeccseesseeccsssssossosssses 49




FIPS 200 ..ccceueececeeceeeasansnssccccecccessssssssssssscssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssse 52
THE OMB CIRCULAR A130 ...cceeeeeeceeeceeeeeneeenncccecsecccessssssssssssccssssssssssssssssssssssssssssssssssssssses 52
SCARP ceeeeeeeeeeeeeeeecceeeeeeeeasssssssssssccesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssannne 54
THE SARBANES—OXLEY ACT AND THE COSO FRAMEWORK ..ccceeeesesescsssesessssssssscssssssssse 54
SOGP .cueiiiienrnnneenecceeeeeesessssssssssscssssssssssssssssssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssans 55
COMMON CRITERIA (CC)uuuterirrnneecssnneecssneessssancssssesssssseecssssassssssassssssssssssassssssssssssssssssssans 55
HIPAA .o eeeeeeeeeeeennanneeecccsseccsesessssssssssccsssssssssssssssssssssssssssssssssssssssssssssssnsssssssssssssssssnnssses 55
COBIT ....aeeeeeeeccceeeeeeeenesssssssseccecssssssssssssssssssssssesssssssssssssssssssssssssssssssssssssssssnsssssssssssssssnns 56
IS STANDARDS ...cceeeeeneaeeeeccceceesssssssssssssssccsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnnsss 56
VAL IT caiceiieennnnnnencecceensesssssassssssscccssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssansssssssssssssanans 57
ITAF ceceerreeeneeccceeeenennenssssssssccccsssssssssssssccssssssssssssssssssssssssssssssssssssssssessssssassssssssssssssnnnnssssse 57
FISIM AL .. eeeeecceeenenenneneececcnsscccssesssssssssssccsssssssssssssssssssssssssssssssssssssssssssasssnssssssssssssssnsnnnnssse 57
OTHER STANDARDS ..cceeeeeecceceesccccessssssccsssasssssccssssssscssssssssssssssssssssssssssssssssssssssssssssessesssnssse 57
RELEVANT LEGISLATIVE ACTS FROM A FEDERAL PERSPECTIVE ..cccceeeeeeeeeeeeeeeeeeeesssssaeenes 58
RELEVANT OMB CIRCULARS AND HOMELAND SECURITY DIRECTIVES...ccccecccereeeccaeees 59
BASIC KNOWLEDGE: CRYPTOGRAPHY .....ccccceueeeeeeeeesesesssssesssssssasssssassssssssssssssss 62
OVERVIEW cceeeeeeeeeeeeeeeeeeeessesesssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssesssssssssssssssssasssss 62
DIES .. tteeeerceeeeenennnnnssssscssssccessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssssssssssssssssanssssssssss 62
IPSEC AND SSL...cceeeeeeeeeeccceceeeeeesssssssssssccesssssssssssssscsssssssssssssssssssssssssssssssssssssssssssssssssnnses 62
SYMMETRIC AND ASYMMETRIC ALGORITHMS ...ceeeeeeeeeeecccccccsssssssssssssssscccssssssssssssssscssssanne 63
DIGITAL SIGNATURE .eceeeeeccceeeeeesssssssccccssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 63
HASH FUNCTION.cceeeeeeeeeeeesessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssase 64
PGP ccereeeeenncceceienenennnsesscssssccesssssssssssssscsssssssssssssssssssssssssssssssssssssssssssssssnssssssssssssssssanssssssssss 64
DISK BASED ENCRYPTION eceeeeeeseeeesesssssssssssssssssssssssssssssssssssssssssssssssssssssssssassssssssssssssssssssse 65
EES o eeeeceeeeeeeeneneneesccssscccssesssssssssssccsssssssssssssssssssssssssssssssssssssssssssesssnsassssssssssssssansnssssssss 65
OPENSSL .ceeeeeeeeceeeeeeeeeneesesccssssccsessssssssssssccssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnns 66
OCSDP AND CRL...ccccceeieeeeennnnccecccesssssssssssssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 66
FIPS 140-2 ..ceeeeeeeeeeneeennenscccesssecesssssssssssscssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasssssse 66
SECURITY STRATEGIES ..ciciiieteeeeeeereeeeesessaeasnsessssssssssssssssssssssssssssssssssssssssssssssssssssssss 69
INFORMATION SECURITY BASELINES ccceeeeeeeeeeesesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssase 69
TYPES OF POLICIES .eeeeeeccececeeeasesssscccccssssessssssssssssssccssssssssssssssssssssssssssssssssssssssssssssssssssssssses 69
TYPES OF CONTROLS aeveeeccereeensesssccccecesssssssssssssssssccsssssssssssssssssssssssssssssssssssssssssssssssssssssssse 72
INTERNAL PREVENTIVE CONTROLS VERSUS COMPENSATING CONTROLS ..ccceeeneeeeee 76
THE NIST WAY OF DEFINING SYSTEM BOUNDARIES AND MAJOR APPLICATIONS ......... 77




THE NIST/FISCAM WAY OF CLASSIFYING CONTROLS «..cccrrersnseeeeeeccecccssssssnssssssccccssssss 1O
THE ENTIRE NIST CONTROL FAMILIES ..ccceeeeeeeeecscccssssscscscscsssssssssssssssssssssssssssssssssssesssese 9
THE NIST WAY OF STRUCTURING AND ASSURING CONTROLS .cccceeereeererccceesccssssccssssscoes 90
THE NIST SECURITY CONTROL CATALOG eeeeeeeeccccereeessessescccccssscssssssssssssssccsssssssssssssssssss 90
THE NIST WAY OF REVIEWING AND MONITORING CONTROLS ..ccceeeeeeeeeesssssssseseessoeseseed 1
THE NIST WAY OF DEFINING COMPENSATING CONTROLS cccceeeeeesesssesessssssscssocsesssesesesed 1
ORANGE BOOK..ciieeeeeeeeeeeeeeeneeeeeneeeaeeeceessesssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss D 2
INTERNET SECURITY ceeeeeeeeeeccccccessssssssssccsseccssssssssssssssccssssssssssssssssssssssssssssssssssssssssssssssssnse 93
FIREWALL SECURITY «eeeeeeeeeecccccccesssssssssssccsscccssssssssssssssscssssssssssssssssssssssssssssssssssssssssssssssssane 93
VIRUS SECURITY eeveeeeccececeessessssccccccsssssssssssssssssscsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssans 94
WEB SERVER SECURITY ceeeeeecceceeccecccccecescscesesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssse I
NAME RESOLUTION SECURITY aeueeecceccececccccccccccccccscssssssssssssssssssssssssssssssssssssssssssssssssssessssse ID
MAIL SERVER SECURITY eeeeeeseesesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 95
RAS SERVER SECURITY .ceeeeeeecccceeeressssssscccessscssssssssssssssecssssssssssssssssssssssssssssssssssssssssssssssssse 96
PROXY SERVER SECURITY .ecceceeeeeeressseccccccsssssssssssssssssccesssssssssssssssssssssssssssasssssssscsssssssssssssss 96
AUTHENTICATION SERVER SECURITY.ccceeeeeeeeeeeeeeesesesssssssasessessssssssssssssssssssssssasssesssssssassae D 1
IIM  SECURITY .eeeeeeeeeeeeeeeseeseesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasssssanasd |
INCIDENT RESPONSE .cceeeeeeeeeeeeeseesesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasssssssssssssd |
COVERT CHANNEL ANALYSIS.uuucceceeeeesssssssccccccessssssssssssssscccsssssssssssssssssssesssssssssssssssscsassssnne 99
CHANGE CONTROL ..cceeeeeeneeseeccccescessssssssssssssseccssssssssssssssscssssssssssssssssssssssssssssssssssssssssssssss 100
PLANNING AND SCOPING OF THE ASSESSMENT OF RISK..eeeeeeeeeeceeeeeeseassssescocssssssssseneeee 101
METHODOLOGIES FOR PROPER ASSESSMENT OF RISK.ceeeeeeseeecceeeeeessssseseosccssssssssassssesses ]l 02
INCIDENT MONITORING .ccceeeeeeeeeesesasssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssse | 04

ACCOUNTS AND PASSWORD MANAGEMENT .eeeceeeccsseccssccsscssssscsssssssssssssssssssssssssssssssssssss 108
NIST AND PRIVACY CONTROLS ccceeveeecesecccssecscssesssssessssssssssssssssssssssssssssssssssssssssssssssssssses L9
SECURITY AWARENESS TRAININGueeeeeeeecessecccssecscssssosssssssssssssssssssssssssssssssssssssssssssosssssesse L 11

PHYSICAL SECURITY FOR COMPUTER EQUIPMENTS ....ccccccenneesnnacnnncnnnes 116

GENERAL GUIDELINES «cceeeeeeeeeeeeeecesassessssssssecssssssssssssssssssssssssssssssessssssssssssssssssssssssssssassee 1 10
PHYSICAL SITE PREPARATION AND MANAGEMENT ...cceeeeereeeeeccccccsssssssssssssssescscsssssssssses 117
FIRE PROTECTION ..ceeeeeeeeecccececeeesssssssscssssccssssssssssssssccssssssssssssssssssssssssssssssssssssssssssssssnsnne 118
MAINTENANCE AND TESTING ceeeeeeeeeecccecceeessssssssscccssscsssssssssssssssssssssssssssssssssssssssssssssasssse 119
EQUIPMENT AND MEDIA MANAGEMENT ..cccceeeeeecsssssssssssssssssssssssssssssesssssssssssssssssssssssese 1 20
THE NIST CLASSIFICATIONS OF PHYSICAL AND ENVIRONMENTAL SECURITY

CONTROLS eeeeeeeeeccceeeessssssssssccessecssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnne 122




MANAGING SECURITY ..ccceesueessnecssesssncsssessnssassssssssssssssssasssssssssssssssssssssssssssssssssasssas 125

I'T STRATEGIC PLANNING .cceeeeeeeeeeeeeeeeessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 125
SO T ANALY SIS ceeeeeeeereeereeseeserssssssasasessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssas 126
IT OPERATIONS MANAGEMENT «.cceeeeeeeecccccceessssssssssccssccsssssssssssssssssssssssssssssssssssssssassssns 127
INFORMATION MANAGEMENT POLICY ..cceceeeeenaeeeecccececeseasssssssssssccssessssssssssscssssssssssssne 128
ENTERPRISE SECURITY .euececceeeeeessesssccccccsssssssessssssssssccessssssssssssssssssssssssssssssssssssssssssssasssse 128
IS GOVERNANCE .ccceeeeeeeeeeeeesesssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssas 129
ORGANIZATIONAL STRUCTURE AND SUPPORT ..ceeeeeveeeccccesessssssssssscssssssssssssssssssssssssssssne 130
THE NIST SUGGESTED GOVERNANCE MODELS ...ceeeeeeesseeccccccsssssssssssssssssssessssssssssssssses 131
SENIOR MANAGEMENT SUPPORT «.ceeeeeeeeeeccceceessssssssssccssescsssssssssssssscsssssssssssssssssssssssssssns 132
THE ROLE OF THE INFORMATION SECURITY PRACTITIONER..cccceeeereeeeccceceesessssesesseeee 133
INFORMATION SECURITY PROGRAM AND POLICY DEVELOPMENT FROM A STRATEGIC

PERSPECTIVE ccceeeeeesesssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasasssssssans 134
HR AND SECURITY «eeeeeeeeeeeccccccceeessssssscccsssccsssssssssssssssssssssssssssssssssssscsssssssssssssssssssssssssssses 137
CONCERNS ON M & A ...ceeeeeeeceeeeeeeeenssssssccsssccesssssssssssssscesssssssssssassssssssssssssssssssssssssssasees 138
CHANGE MANAGEMENT .cceeeeeececeeeeessssssssscccsssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnss 139
RMF AND CHANGE MANAGEMENT .cccceeeeeeseesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssans 140
RMF AND SYSTEM INVENTORY .cceeeeeeeeeeeeeeseesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 140
CONFIGURATION MANAGEMENT AND RELEASE MANAGEMENT ...cccceeeeeesesecscccccssssenne 141
RMF AND SECURITY CONFIGURATION MANAGEMENT ..cceeeeeeeeeeccceccesssssssssssssescccsasssns 142
RMF AND CONFIGURATION CONTROL BOARD ..ccceeeeceeeeeeeennnneeccccecsseccsesesssssessecccssasanne 143
PREPARING FOR EMERGENCY RESPONSE..ccceeeeesseeccccecesesssssssesssssssscssssssssssssssssssssssssssssse 143
RESPONDING TO INCIDENTS AND MANAGING RECOVERY ..ccceeeeeeeeeeeeesesssssssssssssessssssses 145
INVESTIGATION .cceeeeeeeeeeeeeeesessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasane 148
COMPUTER FORENSICS ceeeeeeeseeeccceccesssssssssscccsssccsssssssssssssscssssssssssssssssssssscsssssssasssssssssssasass 150
MANAGING, MONITORING AND CONTROLLING RISKS......cccccceeeeeeeeeeeeenees 153
IS RISK MANAGEMENT .cceeeeeccceeeeessssssssccccsssssssssssssssssssssessssssssssssssssssssssssssssssssssssssssssasssee 153
THE VARIOUS RISK MANAGEMENT DISCIPLINES ...uueeecceceesessscscssscscssssssssssssssssssssssssssenes 153
THE NIST RMEF ....cuccreccccccccccccccccccccssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 155
RMF AND SECURITY CATEGORIZATION ...ceeeeeeesseseeccccessssssssssssssssssssssssssssssssssssassssssanssne 156
RMF AND SECURITY CONTROLS SELECTION ..cceeeeeeecccccccesssssssssscccssccsssssssssssssseccsssssssne 156
THE NIST SUGGESTED RISK ASSESSMENT METHODOLOGY «cceeeeeecceeaeeccccsssssscccssssssssoces 157
THREATS AND VULNERABILITIES c..ccceceeeeessssssccccccessssssssssssssscccsssssssssssssssssssssssssssanssssssnes 159
SECURITY AND CONTROL CHECKLIST Suceeeeeeeeeeeeeeeeassssssasssssssesssssssssssssssssssssssssssssssssssssses 160
LIKELTHOOD AND IMPACTS ceceeeeeeeeeesesesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 162
THE NIST WAY OF DETERMINING IMPACT LEVELS «eeeeeeeeececceeseesssssssescsesssscssssasssssssssnes 163




RISK LEVEL DETERMINATION AND RESPONSE STRATEGIES..ceeeceseccssccoscccssccssccsssscsssosss 164

THE NIST ISCM...cccueceeeccccccccccccccccccssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssse 165
LLOSS CALCULATIONS eeeeeeecceceecessssssssssccssssccssssssssssssssscsssssssssssssssssssssssssssssssssssssssssssssassnne 166
CONTINGENCY AND CONTINUITY ..cccceeeeeeeeeeneeeeeeeeensessssssssssssesssssssssssssssssssssssses 169
OVERVIEW cceeeeeeeeeeccccceesssssssssseccsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssassssssssssssssssssssns 169
THE NIST SUGGESTED STEPS AND CONTROLS FOR SUCCESSFUL CONTINGENCY

PLANNING .eeeeeeeeeeeessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 169
BCP, DRP AND COOP .....cuceeeeeeeeeeeeeeeeeeseeesecesceeesssssssssssssssssssssssssssssssssssssssssssssssssssssssses 171
THE NIST DEFINED CIKR, CIP, ISCP AND OEP .....cccceeeeerrerercrcscscscscssssssssssssssssssoses 172
BUSINESS IMPACT ANALYSIS teccceeeeeeressecccccccsesssssssssssssssccsssssssssssssscssssssssssssssssssssssssssssns 173
RECOVERY VALIDATION AND PLAN DEACTIVATION THE NIST WAY..ccceeerueeeeccceeseeeees 174
SECURITY SYSTEM DESIGN ..iiicieteeeeeeeeeseeeaessaseseacesesssssssssssssssssssssssssssssssssssssssssssss 178
GENERAL GUIDELINES «cceeeeeeeeeeeeeeerasssssssssssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 178
INFORMATION SECURITY ASSESSMENT METHODOLOGY THE NIST WAY..cccceeeeeenneeee 178
DEVELOPMENT MODELS AND FRAMEWORKS .ccceeeeececeeeesssssssssccessscssssssssssssssccsssssssansssses 179
SDLC AND RISK MANAGEMENT ..cceeeeeeeeececcccccessssssssssssssscccsssssssssssssssesssssssssssssssssscssssssns 184
SOFTWARE TESTING «cceeeeeeeeeeeeccccccessssssssesssssseccssssssssssssssscssssssssssssssssssssssssssssssssssssssssssssss 184
IS AUDITING....cccceuueeeeeeessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasssssassssss 190
THE ROLE, RIGHT AND ETHICS OF AN AUDITOR .ccceeeeeeeecccccssssssssssssassesssssssssssssssssssssscss 192
THE AUDIT PROCESS .cceeeeeeeececcsseccssssssssscssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssse 193
OVERALL STRATEGIES ceeeeceeeeeeeeeeeeerasesssssssssceesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 194
THE GAQO DEFINED PHASES..ccceueecceccecesssssssssscccssecsssssssssssssssssssssssssssssssssssssssssssssasssssssses 195
THE GAO DEFINED IS CONTROLS AUDIT OBJECTIVES AND SCOPES ...cccceeeeecescccccccoones 196
AUDIT PLANNING ceeeeeeeeeeeeenessescccccessssssssssssssssscssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 200
THE GAO DEFINED RISK FACTORS .eceeeeeccsescsesescscssscscccccsssssssssssssssssssssssssssssssssssssssssssssse 206
THE GAO DEFINED CONTROL POINTS AND CRITICAL CONTROL POINTS...cccceeeeeeeeeee 207
AUDIT TECHNIQUES AND TOOLS...cceeeeeeeraeeesccceccessssssssssssssssccssssssssssssssscsssssssssssssasssssssses 208
THE FISCM DEFINED CONTROL OBJECTIVES AND STEPS ..ccccceeececscscsssssssssssssssssssssssses 209
THE FISCAM WAY OF PERFORMING AUDIT TESTS.ceeeeeeeeeecccccesessssssssscccsssccsssssssssssssennes 212
CONFLICTS OF INTEREST AND INDEPENDENCE «ccceeeeeeeeeeeeesesasesssssanssecssssssssssssssssasssssas 213
AUDIT FIELDWORKS AND TOOLS «ceeeeeeeeeeeeeeeeeeeeeassaeseseccessessssssssssssssssssssssssssssssssssssssssses 214
AUDIT PROGRAM AND REPORT «ccceeeeeeeeeeeeereneesasesasssaeccsssssssssssssssssssssssssssssesssssssssssssssssses 216




